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Appendix IA to the Candidate Data Protection Notice

Processing of candidates’ personal data using artificial intelligence tools

Last updated: 04/06/2026

The purpose of this document is to describe, in a clear, concise and accessible manner, the key aspects of the processing of candidates’ personal data through a conversational chatbot and an application ranking and matching tool based on artificial intelligence technologies, both integrated into the Sopra Steria careers portal. The portal relies on the recruitment solution provided by the service provider SmartRecruiters.
In this context, Sopra Steria acts as the data controller within the meaning of the GDPR, as well as the ‘deployer’ of the relevant AI systems, in accordance with applicable European regulations on artificial intelligence.
SmartRecruiters, for its part, is designated as the AI system provider and data processor, acting on behalf of Sopra Steria within the meaning of the GDPR.

A) CHATBOT 

1. Logic and general functioning of the chatbot 
The chatbot is a conversational tool designed for candidates to support them in their job search at Sopra Steria and to keep them engaged throughout the recruitment process. It allows candidates to explore the company, its culture and benefits, and to submit applications directly through a chat interface.

2. Purposes of processing and legal bases
The chatbot made available to Sopra Steria candidates is implemented for the following purposes:

· to support recruiters by facilitating initial interactions with potential candidates, with the aim of creating their profiles in the ATS;
· to provide candidates, following their interaction with the chatbot, with the possibility to join a talent pool so they may be contacted for future career opportunities.
The processing of personal data through the chatbot relies on the following legal basis:

· Performance of the contract with the candidate (pre-contractual arrangements).

Initiating conversations via the chatbot, at the initiative of potential candidates, clearly falls within the context of launching a recruitment process that may ultimately result in the conclusion of an employment contract between the candidate and the recruiting company. In this respect, the processing of personal data constitutes a pre-contractual arrangement.


3. Categories of personal data processed via the chatbot

A. Input data
Input data is collected directly from potential candidates through their interactions with the chatbot and corresponds to information typically included in a CV, in particular:

· surname and first name;
· educational background;
· professional experience;
· address;
· telephone number;
· photograph, where applicable.

B. Output data
The data generated by the conversational tool is as follows — it should be noted that this data does not qualify as personal data:

· information relating to the recruiting company;
· job vacancies corresponding to the candidate’s profile or the criteria they have indicated;
· suggestions to join Sopra Steria’s candidate talent pool.
	
4. Automated decision-making and human intervention
The conversational tool uses artificial intelligence to generate recommendations for candidates based on the information contained in their CVs and the data derived from their interactions. These recommendations may include, for example, suggesting relevant job opportunities or inviting candidates to join talent pools to facilitate future contact.
However, these recommendations do not constitute decisions producing legal effects for the candidates (such as the automated rejection of an application or profiling likely to negatively impact their chances of being considered), as users remain free to follow them or not and retain, in all cases, the possibility to apply for any position of their choice, with or without the chatbot’s assistance.
The AI-powered conversational tool is intended solely to support the recruitment process and does not replace recruiters, who remain responsible for making final decisions concerning the assessment of candidates’ profiles.

5. Training of the AI system  
Under no circumstance, the personal data accessed or processed by the conversational tool is used to train, retrain or enhance the underlying artificial intelligence models. 

6. Data Subjects’ rights and how to exercise them
For further information on data subjects’ rights and the procedures for exercising them, please refer to section 6 of the candidate information notice.

B) APPLICATION RANKING TOOL 

1. Logic and general operation of the ranking tool 
The ranking tool is designed to support Sopra Steria’s recruitment teams in reviewing applications against available roles. It analyses selected information from candidates’ profiles and job postings to evaluate the degree of alignment between a profile and a position.
In practice, the tool assigns a score ranging from 1 to 4 stars to each application, depending on its relevance to the vacancy. This assessment is not based solely on keyword matching in CVs; rather, it relies on a broader analysis of career paths, skills and the context of the role.
For each score, the tool also produces an explanatory report highlighting:

· the key skills of the candidate that are relevant to the role;
· any identified gaps in relation to the job requirements.
These elements are intended solely to assist recruiters in their analysis, helping them better understand a candidate’s strengths as well as any gaps in relation to the job requirements. 
The tool does not make any recruitment decisions and does not automatically exclude candidates.
All final decisions remain exclusively with the recruitment teams, who operate as “human-in-the-loop”: they review the tool’s outputs, apply their professional judgment, and retain full responsibility for all recruitment decisions.
Where appropriate, more detailed information on the functioning of the tool may be provided upon request, subject to the rights of third parties.

2. Purposes of processing and legal bases 
The ranking tool used by Sopra Steria’s recruitment teams is implemented for the following purposes:

· pre-selecting candidates by sorting and ranking CVs and cover letters;
· generating a matching score and a corresponding report to support the teams in assessing candidates’ profiles.
The processing concerned is based on the following legal basis:

· performance of the contract with the candidate (pre-contractual arrangements).

Specifically, this processing is necessary for carrying out the recruitment process prior to the conclusion of an employment contract with the candidate.
The ranking tool is fully integrated into the initial stages of the recruitment process, in particular the pre-selection phase, which may lead to the conclusion of an employment contract between the candidate and Sopra Steria.
In this context, the processing of personal data carried out through the ranking tool constitutes a pre-contractual arrangement.

3. Categories of personal data processed via the ranking tool

A. Input data
Input data is collected directly from candidates, either via their ATS (Applicant Tracking System) profile or through their interactions with the chatbot.
To generate match scores, the tool processes the following categories of personal data relating to candidates:

· professional experience, including job title, employer, and start and end dates;
· skills identified from the CV;
· education, including qualifications and certifications.
Data that directly identifies individuals — such as surname, first name, postal or email address, or telephone number — is neither accessible to nor processed by the artificial intelligence system for scoring purposes.
Furthermore, the AI system does not access or process any special categories of personal data within the meaning of Article 9 of the GDPR.

B.  Output data
The data generated by the classification tool consists of the following elements:

· a match score and a corresponding match report.

4. Automated decision-making and human intervention
The AI-powered profile ranking feature is intended solely to support recruiters in their decision-making process. It does not result in fully automated decisions, as each assessment is systematically subject to human review and validation.
The ranking tool does not replace the human evaluation of candidates’ profiles and is not designed to automatically exclude applications based on the scores or reports it generates.

5. Training of the AI system  
Under no circumstance, the personal data accessed or processed by the ranking tool is used to train, retrain or enhance the underlying artificial intelligence models.

6. Data Subjects’ rights and how to exercise them
For further information on data subjects’ rights and the procedures for exercising them, please refer to section 6 of the candidate information notice.
With regard to the exercise of the right of access, candidates may, upon request, obtain their match score together with an explanation of how it was determined.



7. Retention periods 
For information on the retention periods applicable to personal data processed by the ranking tool, please refer to section 4 of the candidate information notice.
Only API transaction logs, which enable traceability of the generation of matching scores, are retained for a period of 60 days, solely for support and incident investigation purposes.

C) UPDATES
Please note that this Annex may be updated by Sopra Steria at any time. The date of the latest update will be indicated on this page. We therefore encourage you to consult it regularly.
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